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ABSTRACT

With the advancement in communication technologies and Industry 4.0, the usage of computing devices
has increased in day-to-day life in the field of communication, entertainment, education, healthcare, etc.
for quality lifestyle which has increased the demand of low latency and higher resilient communication
technology. Moreover, the most of the state-of-art devices such as laptops, wireless devices, sensors,
etc. have feature to get connected with multiple networks through various network interfaces like
Ethernet, Wi-Fi, etc. The fourth-generation (4G)/long-term evolution (LTE)/ fifth-generation
(5G)communication technology offers higher bandwidth and low latency services, but resource
utilization and resiliency cannot be achieved, as transmission control protocol (TCP) is the most
common choice for most of the state-of-art applications for the transport layer.

Multipath TCP (MPTCP) is a bidirectional byte stream transport layer protocol introduced by Internet
Engineering Task force (IETF) which provides numerous benefits such as higher throughput, reliability,
fault tolerance, backward compatibility and load balancing by supporting multi-homing that allows use
of multiple paths for data transfer over single network connection. However, MPTCP uses multiple
disjointed paths for communication to offer multiple benefits, a breach in the security of one of the
paths may have a negative effect on the overall performance, fault-tolerance, robustness, and quality of
service (QoS). MPTCP uses the TCP header to incur a positive impact on the traditional TCP aware
applications to achieve the goal of backward compatibility by using various options in TCP headers
such as MP_CAPABLE, MP_JOIN, ADD_ADDR, etc., but they are vulnerable to attacks other than
TCP. The ADD_ADDR option can be used to initiate a session hijacking attack by a man-in-the-middle
attack, MP_JOIN can be exploited to initiate SYN flooding attacks and denial of service (DoS) attacks.
Moreover, the key exchange in plaintext during the initial handshake in MPTCP invites other security
threats because these keys are used for subflow authentication in the future. Many solutions to prevent
the mentioned attacks have been proposed by researcher but some of them are vulnerable to other

category of attack and others affects the overall performance of MPTCP.

The proposed research focuses on the security of MPTCP against ADD_ADDR vulnerability and
security of keys exchanged during the initial handshake, which can be used to initiate various attacks.
In order to exploit the ADD_ADDR vulnerability to launch the session hijacking attack has been
configured over MPTCP network and demonstrated the rate of information lost due to the attack. The
secure key exchange model for multipath TCP (SKEXMTCP) is proposed which uses identity based
encryption (IBE) to encrypt the keys exchanged during the initial handshake to avoid the use of
certificate authority to exchange the key pairs ahead of the communication. Here, two modules have
been proposed with SKEXMTCP: (i) Private Key Generation (SKG_SKEXMTCP); (ii) Use of Key
Pair to exchange session keys during the initial handshake (MPC_SKEXMTCP). The experimental



evaluation along with the security evaluation and performance evaluation of the proposed model has

been carried out to compare the security of proposed model with existing security solutions.
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1. INTRODUCTION

This chapter briefly introduces about Multipath Transmission Control Protocol (MPTCP), its working
and vulnerabilities of MPTCP using which attackers can generate the threat. It also tells the motive
behind this work, the problem statement and what are the research contributions of this work.

1.1. Multipath TCP and Its Security Issues

In the era of an Industry 4.0, the internet of things, big data analytics, blockchain technology and
artificial intelligence have empowered a variety of industrial sectors and started focusing heavily on the
performance and Quality of Services of real time applications. The revolution of industries have
changed the day-to-day lifestyle of humans across the word by offering the services anywhere-anytime
using communication technologies on various computing devices which increases the demand of high
performance and reliable communication technologies. Moreover, most of the computing devices are
multi-homed as connected with more than one networks and multi-addressed by equipped with multiple
network interfaces like Wi-Fi, GSM, Ethernet, etc. Transmission Control Protocol (TCP) [1] is the best
suited transport layer protocol used by most of the state-of-art applications for reliable communication
but it restricts connection to use of single network interface by binding the IP addresses [2]. Moreover,
if the host tries to switch to another network interface during on-going communication with the server,
the current TCP connection will be dropped as device will get connected to another network and new

IP address will be assigned to it.

In order to utilize the network resources efficiently and offer the reliable and high performance
communication, MPTCP [3, 4, 5] has been implemented over TCP. Multipath TCP facilitate all the
applications which uses TCP as a transport layer protocol with backward compatibility, fault tolerance
with stable connection by smooth handover among multiple paths, and higher performance by
bandwidth aggregation. MPTCP, an initiative of Internet Engineering Task Force (IETF), attracts
various industries and academia to offer solutions in areas like mobile communication, vehicular
networks, datacenter networks, robotics communication, software defined networks, etc. Many
companies like Apple, Tessars, 3GPP, Samsung, Huawei, etc. are adopting MPTCP for performance
improvement in terms of bandwidth and resiliency by combining usage of multiple network interfaces
in mobile devices as well as in servers, datacenters, and end machines [6, 7, 8, 9, 10, 11] . Figure 1

shows the use cases and features of MPTCP.



Use Cases of MPTCP

* Wireless networks * Multi-homing and Multi-

« Data centres Addressing

« Hybrid access network service « Backward Compatibility

* \Vehicular loT * Reliability

« Access Traffic Steering, » Fault tolerance
Switching & Splitting (ATSSS) « Traffic Aggregation

» Software Defined Network « Efficient utilization of network
(SDN) resources

Figure 1 Use Cases and Features of MPTCP [12, 13, 9, 14, 15]

MPTCP supports the multi-homing and multi-addressed nature of hosts for data transmission, which
opens the door for security threats while availing the low latency communication over stable connection.
MPTCP uses the TCP header to incur positive impact on the traditional TCP aware applications to
achieve the goal of backward compatibility by using various options in TCP header like
MP_CAPABLE, MP_JOIN, ADD_ADDR etc. but they are more vulnerable to various attacks than
TCP [4, 16].

MPTCP uses 3-way handshake process for connection establishment. MP_CAPABLE option used in
TCP header during the initial 3-way handshake for connection establishment indicates that the host
supports the MPTCP connection. The MP_JOIN option is available to add another subflow with the
pre-established connection. ADD_ADDR is another option available with MPTCP, which can be used

to inform another host about availability of a new IP address.

These options of MPTCP make it vulnerable to various threats [17] by allowing an attacker to gain
access to the MPTCP session. The session can be hijacked either by forging the keys communicated
during the 3-way handshake or by adding the forged address using ADD_ADDR packets or by using
MP_JOIN packets on communicating host. During the communication between Alice and Bob, the
attacker may initiate the session hijacking attack and create the illusion that the Bob will assume that
the new subflow will be established with legitimate user Alice only and Alice will think that request is
coming from Bob but in backend the subflow will be established with attacker from both the ends and
attacker will be successful in implementing man-in-the-middle attack. By using the compromised
subflow, the attacker can monitor, manipulate or gain access over whole connection by terminating the
legitimate subflow. Moreover, the key exchanged in plaintext during the initial handshake in MPTCP
welcomes many security threats because these keys are used for sub flow authentication during the

addition of new subflow over connection, or advertisement of availability of new network interface in
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the future, which leads to SYN flood attack, MP_JOIN attack, SYN/MP_JOIN attack, Session
Hijacking, traffic diversion attack, etc.

The breach of security of one of the paths may lead to the hijacking of whole connection which will

have a negative effect on the confidentiality, integrity and availability of communication or data.

1.2. Motivation for This Work
Currently, most of all the computing devices are available with multiple network interfaces, unlike

TCP, MPTCP allows to utilize more than one network interface for communication between hosts to

offer higher bandwidth, resiliency and backward compatibility. However, MPTCP solves the issues

related to network resources utilization, backward compatibility and performance by using TCP header,

it opens the doors for many threats.

The keys exchanges in clear form during the initial handshake are being used in future for
authentication of new subflow, advertisement of the new address, etc.

The same keys can be used to exploit the vulnerability of MPTCP and initiate the attacks to
hijack the session to gain access of information exchanged.

Secure key exchange during initial handshake can resolve the security issues related to session
hijacking using address advertisement, Denial of Service (DoS) attack, and authentication of
host at the time of subflow adding over connection.

The security enhancement of MPTCP may resolve the issues related to latency and connection
drop and attract many industries like wireless communication, smart healthcare, datacenters,
etc. to take the benefits of the features of MPTCP.

1.3. Problem Statement, Objectives, Research Contributions

1.3.1.

Problem Statement

* To design and implement the solution which offers the security against session hijacking using

ADD_ADDR packet sequence which falls under the category of off path active attack and

eavesdropper in initial handshake by securing the key exchange during the initial handshake.

1.3.2.

Objectives
Identify the vulnerabilities of MPTCP and test the vulnerability during the communication to

identify the impact of the same on communication.
Identify and test the off path active attacks on communication network.

To design or develop some model for securing the MPTCP communication from off path active

attackers in such a way that it doesn’t degrade the performance of MPTCP than TCP.

Test the designed model against security and performance.

11



1.3.3.

Research Contributions

MPTCP security threats are examined, how ADD_ADDR packet can be used to launch session
hijacking attack as well as the keys exchanged during initial handshake can be captured and
used to initiate session hijacking is demonstrated and the analysis of the data lost due to session

hijacking has been carried out.

The existing solutions to the various security threats of MPTCP are analyzed in terms of

security level and performance comparison.
The performance and security of IBE is compared with the elliptic curve cryptosystem (ECC).

SKEXMTCP using IBE, the model to exchange the key securely during initial handshake
without exchanging keys prior to the connection establishment, is proposed and evaluated in

terms of security and performance.
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2. LITERATURE STUDY

MPTCP uses various options in TCP header like MP_CAPABLE, MP_JOIN, ADD_ADDR,
MP_PRIO, etc. for backward compatibility. These options of MPTCP make it vulnerable to various
threats by allowing an attacker to gain access to the MPTCP session which will affect the
confidentiality, integrity and availability of communication. Many researchers are actively working on
the security of MPTCP in order to increase the adoption of MPTCP in various areas to achieve efficient
utilization of network resources, higher performance and resiliency but still security of the MPTCP is

an open issue.

2.1. Security Threats of MPTCP
MPTCP offers backward compatibility to the TCP aware application by using the TCP header for the

communication. The various options in TCP header like MP_CAPABLE, MP_JOIN, ADD_ADDR,
MP_PRIO, etc. are used to share the information related to MPTCP. These options used by MPTCP
opens the new doors for attackers to initiate the attacks using various threats [17]. On the basis of the
location of the attacker, the attacks can be categorized as on-path (O), off-path (F) or partial-time-on-
path (P) attackers, while based on the impact, attacks can be categorized as active or passive attacks
[34]. On-path attackers stay on any one of the paths between the communicating hosts during their life
span. Unlike on-path attackers, off-path attackers never rely on any of the paths of MPTCP during the
connection life span. Partial-time-on-path attackers may stay on any one of the paths between the
communicating hosts for at least some time. The significant threats on MPTCP Linux kernel
implementation figured out by IETF in their draft [17] are ADD_ADDR attack, DoS attack on
MP_JOIN, SYN flooding amplification, and eavesdropper in initial handshake, SYN/JOIN attacks.
Other than these attacks, traffic diversion attacks are another category of attacks which can be
implemented by exploiting vulnerability of MPTCP option MP_PRIO [18]. The significant threats to
MPTCP are as shown in Table 1.

Table 1 Significant threats to MPTCP

. Security
Attack Category * ACt'YE/ Referen Goals Remarks
Passive ces

Impacted *

During the three-way handshake,

the session keys are exchanged in
Eavesdropper in . clear format, which can be used
initial handshake P Active [17] ¢ in the future to initiate a

SYN+MP_JOIN DoS attack or

an ADD_ADDR attack.
ADD_ADDR F Active [17] C.1. A By packet forging, an attacker
attack n

can send the spoofed packet to
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Attack

Category *

Active/ Referen

Passive

ces

Security
Goals
Impacted *

Remarks

the legitimate user and add the
attacker’s address as a legitimate
address to add subflow between
the authenticated host and the
attacker over a legitimate
connection.

ADD_ADDR2
attack

Active

[2]

The eavesdropper in the initial
handshake can gather the keys
exchanged between
communicating hosts and use
those keys to perform this attack
by using the keys to find out the
HMAC.

DoS attack on
MP_JOIN

Active

[17]

The legitimate users will not be
able to create new subflows by
sending fake SYN+MP_JOIN
requests, which will make the
server busy; thus, the server will
not be able to handle the requests
of legitimate users.

SYN Flooding
attack

Active

[17]

By using the SYN packet, the
server will be exhausted; thus,
the client will not be served.

Traffic diversion
attack

Active

[18]

C A

By cross-path inference, an
attacker can monitor one of the
subflows, and by using a forged
MP_PRIO packet, all the traffic
can be redirected to the
compromised subflow.

Cross path
inferences attack

Active

[19]

C A

Attackers can infer the properties
and sensitive information of an
unmonitored path through side
channels to create a negative
impact on the design goals of
MPTCP.

SYN/JOIN attack

Active

[17]

C, LA

If the attacker is on the path
during the initial SYN/JOIN
message exchange, the attacker
will be able to add any of the
addresses to establish a new
subflow over the connection.

Data Sequence
signal
manipulation

Active

[20]

The connection level ACK is
manipulated on the top of the
TCP optimistic ACKing, which
will lead to a powerful attack
scenario such as DoS, flood, etc.
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Keys: * Category: O, on-path; F, off-path; P, partial-time-on-path. # Security Goals: C, confidentiality; I, integrity; A,
availability.

2.2. Session hijacking attack using ADD_ADDR option

ADD_ADDR is the option available with MPTCP used to inform communicating host regarding the
availability of a new interface. The host can also communicate the unavailability of any of the network
interfaces during the lifecycle of the connection by using REMOVE_ADDR.

MPTCP Linux kernel Version (v1) [16] supports the same options, but packet sequences are changed
in some cases. In MPTCP Version (v1), the ADD_ADDR option carries a truncated HMAC for
authentication as shown in Figure 4.

Figures 2—4 show the packet exchange scenario for connection establishment and advertisement of new
IP address.

SYN (MP_CAPABLE)

[Ratce, Flags] &
[; SYN+ACK (MP CAPABLE) | |
< -
| Kgob, flags]
LR ; - ACK (MP CAPABLE) G
Host Alice > Host Bob

[Katice. Knob, flags]
Figure 2 MPTCP Options in Version (v0) Connection Establishment with MP_CAPABLE.

ADD ADDR :’
>
(IPatice, Address IDasce]

Host Alice Host Bob

1

Figure 3 MPTCP Options in Version (v0) advertising new addresses with ADDR.

ADD ADDR

>
D [1Palice, Address IDajice, Truncated HMAC]

A

4 ADD ADDR I
Host Alice [IPAlice, Address IDAlice, Truncated Host Bob
HMAC]

Figure 4 Advertisement of the new IP address with ADD_ADDR in MPTCP Version (v1).

The steps to exploit the ADD_ADDR vulnerability to initiate the attack to hijack the connection are
demonstrated in Figure 5. The session hijacking using ADD_ADDR attack can be initiated by forging
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the ADD_ADDR packet to add the IP address of the attacker as an additional IP address by
impersonating the identity of the legitimate user. The same address can be used to establish the subflow
over a legitimate connection to hijack the session or to redirect the traffic flow on the compromised
path. In order to advertise the additional IP address, the host needs to send the ADD_ADDR packet
with an IP address to be added as an additional IP and address identifier as shown in Figure 3. The
attacker can easily forge this packet by identifying the source IP—port pair and destination IP—port pair.
The service offered by the server can be used to identify the port of destination, as for in most cases,
port 80 is used for http. Various packet sniffing tools, such as scapy, wirshark, etc., can be used to sniff
and forge the packet to initiate the various attacks. The prerequisite information such as packet sequence
number, IP address, port, etc., to initiate the attack can be captured through these sniffing tools. After
obtaining the IP—port pair and sequence number, one can initiate the ADD_ADDR attack by using the

steps shown in Figure 5 [2].

Here, Alice and Bob are the legitimate users who are communicating with each other through the
connection established on IP-A and IP-B. Eve, an attacker, tries to add his address IP-C by
impersonating the identity of Alice using the ADD_ADDR packet. Now, Bob will have the illusion that
IP-C is the IP address, which is advertised by Alice; thus, he sends a request using MP_JOIN to add
another subflow on the connection. Eve sends the forged packet to Alice by changing the source IP, and
Alice has the illusion that the request is coming from Bob; thus, she replies with her HMAC, which will
be used by Eve to authenticate herself as Bob, and again this packet is forged by Eve and sent to Bob
and so on. After the four-way handshake, the new sub-flow will be established between Alice and Eve.
Now, the actual situation and illusionary scenario is represented in Figure 6. Eve can change the priority
of the subflow by sending the MP_PRIO packet to hijack the whole session.

16



Alice Fve Bob

— Connection Established between ice and Bob [IP-A and 1P-B)

ADD_ADDR (Forged Pkt)
[Source address: IP-A, Destination
address IP-B, new address- IP-C)

MP_JOIN (Forged Pkt)
lToanM.“Non“u , Add_wu ]

SYN (MP_JOIN) (Forged Pkt)
[Token,, o Noncey,, ;Add 1Dy, |
1 SYN+ACK (MP_JOIN)

[HMAC e Nonce e s Add Dy, || SYN +ACK (MP_JOIN) (Forged Pkt)
[HMAC  Nonce Add_ID,, ]

. ACK
ACK (Forged Pkt) THMACL]
[HMACy. ]
ACK
ACK (Forged Pkt)
Subflow added to the
connection between Alice
and Bob

Figure 5 Use of ADD_ADDR vulnerability to initiate the attack to compromise the connection.

7 Subflow-1
/ Su ow-1 ‘
Alice

! &K\% Mlusion

‘\\\Subﬂow-i /

/" o

/ Subﬂm\ ‘g o .
[—‘—J, |
| Real I
Eve
\uhﬂ«m-z / @

Figure 6 Real vs. illusion for Alice and Bob during the session hijacking attack.

The Experimental implementation of the session hijacking by Man in the Middle attack (MitM) is
performed on Linux kernel implementation of MPTCP vO0 [3] and Eavesdropper in initial handshake is
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performed on MPTCP v1. The experimental setup with required topology was created as shown in
below Figure 7 using Oracle virtualBox. The simulation of the attack [21] is performed using two
virtual machines with Linux kernel implementation of MPTCP. The use of virtualBox leads to fast
experimental setup, reliability of experiments and no risk of damaging or crashing of kernel. To
configure this “client server” scenario, the required custom kernel and tools are available on official
website of MPTCP (http://www.multipath-tcp.org). In order to initiate both the attacks, the attacker host
is simulated with scapy tool which supports MPTCP that is used for capturing and injecting packet on
the network. Extended version of scapy specially designed for MPTCP [22] is available by Nicolas
Matre on https://github.com/nimai/mptcp-scapy repository. Scapy tool provides functionalities for
sniffing, modification, capturing and matching the request-response which is important for initiating an

attack.

Here in Figure 7, client VM, server VM and host machine are configured with custom MPTCP Linux
Kernel. Here client must be equipped with more than one network interfaces to setup MPTCP scenario
while server can be equipped with one or more network interface. Here, host machine is configured

with three tap interfaces (virtual network interfaces) to implement multi-homing environment [21].

Session hijacking experiment was performed successful in shown scenario for chat application and file
transfer application developed using JAVA socket APl on MPTCP Linux kernel v0. Here for gathering
prerequisite information such as source-destination IP addresses, SEQ no, ACK no etc. average 2-3
packets need to be captured. Average 6:3 packets are required for client to server to initiate attack

__172.1b$2 Virtual
- ethl,
e  V1achine

Server

successfully. Success rate of session hijacking attack is 77%.

192.168.1.2

Virtual S
Machine e

Client 192.168.2.2

192.168.2.1 172.16.1.1

Attacker

Figure 7 Network simulations for experiments [16]
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Figure 8 Data lost analysis during different sized file transfer with hijacking attack

The attack is performed multiple times for capturing different data formats as well as for different file
sizes. The above Figure 8 and 9 shows the data lost in percentage (%) while transferring different size
of file and different types of file from client to server respectively.

Data lost in %

96.4
962

26
958
956
954
952

95
94 8

Data Lost m %

PNG file DOCX file ZIP file TEXT file
w—=Data lost in %o 9617 9531 956 95 46

File Tvpe

Figure 9 Data lost analysis in % during file transfer of different format

0 Wireshark - Packet 13 - tap0
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Figure 10 Wireshark capture for Eavesdropper at initial handshake capturing keys in clear form
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Figure 11 Extracting keys captured during initial handshake to perform ADD_ADDR attack by using python script

19



2.3. Probable Security Solution for MPTCP

Many solutions are available to enhance the security of MPTCP by preventing various attacks such as
session hijacking, traffic diversion, DoS attacks, etc. In this section, the various solutions are covered
and analyzed to identify the open paths for researchers in the area of MPTCP security. In order to fulfill
the basic security goals (confidentiality, integrity, and availability), the keys shared during the initial
handshake must be secured from eavesdroppers. The eavesdropper can use these keys to initiate other
attacks as well. The encryption, hashing, and public key infrastructure, etc. can be used to solve the
issue related to the key exchange during the initial handshake, but MPTCP uses the TCP header in
which only 64 bits can be occupied for key. In this section, the comparison between the available

solutions is covered to show the re-search path in the area of MPTCP security.

The hash chain-based solution proposed by [23] uses the hashing algorithm recursively to avoid the
usage of the same key for future authentication, but the initial random values are shared during the
three-way handshake through which an eavesdropper can gain access to the initial values and hijack the
upcoming session. The sum chained hash-based solution [24] is an extension to the hash chain-based
algorithm, which is vulnerable to integrity time-shifted attacks. Both the solutions use hashing
techniques to enhance the security of MPTCP, but none of them can prevent the attacks initiated by the

eavesdropper in the initial handshake.

Tcperypt [25] falls under the category of opportunistic security solutions, which use public key
encryptions to offer cryptographic protection to enhance the security by using the session ID for
individual TCP subflow. TLS [26] is much more efficient then tcpcrypt, but TLS focuses on the security
at the application level, which is again not solving the security issues related to MPTCP and TCP.
Moreover, the use of an asymmetric key cryptosystem for subflow authentication increases the overall
performance of MPTCP. TLS offers the facility to return back to TCP by detecting the attack, which
slows down the whole communication. The use of long security keys increases the requirement of

computation power.

In [27], the authors proposed that MPTCPsec offers authentication and encryption for the MPTCP.
MPTCPsec prevents DoS attacks by authenticating every packet option. Moreover, it offers security
against packet injection attacks by preventing the use of unsecure subflows using the MP_PRIO option
to change the priority of the infected subflow. In [28], the authors have proposed a model that uses ECC
by exchanging the points during the initial handshake by using a four-way handshake mechanism. This
scheme decreases the overall computation overhead of the network, as it uses the ECC at the time of
addition of a new subflow. The proposed model by the authors is vulnerable to an attacker that is present
during the three-way handshake and can use the points to obtain the session key, which can be used in

initial various types of attacks.
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The advanced version of ADD_ADDR [16] has been integrated with the Linux kernel implementation
of the MPTCP current version (v1) to offer security against ADD_ADDR vulnerability, but still, the

attacker available during the three-way hand-shake can initiate the session hijacking by calculating the

HMAC for the authentication using the keys exchanged during the initial handshake.

Table 2 [2] compares various solutions available to enhance the security of MPTCP and its limitations,

which offers paths to researchers to think in the area of MPTCP security.

Table 2 Existing security solutions for MPTCP

Reference Year Solution Remarks
. . It does not offer security against on-path
[23] 2011 Hash chain-based solution active attackers.
It does not authenticate the public key and is
[25] 2014 Teperypt vulnerable to man-in-the middle attacks.
[29] 2016 . Computation  overhead during initial
g/le léll}'r?taﬂzl\;g:.fgrt Layer handshake. Need to modify the packet
[26] 2015 y sequence.
During initial handshake, the values of the
e e points are communicated in a clear format,
[28] 2016 Modified initial handshake which can be used in the future to initiate
time-shifted attack.
[24] 2017  Sum chain-based solution Vulnerable to time-shifted attack.
The proposed model only focuses on the
[30] 2017 Data Scrambling technique for eavesdropper on untrusted paths and does
privacy not work in a strict sense. Moreover,
integrity of the data is not guaranteed.
[16] 2018 ADD_ADDR2 Vulnerable to time-shifted attack.
[14] 2019 Key exchange through SDN Single point of failure.
. . For each new connection request, it
[31] 2020 (Sseétlj\;ﬁrcgg)nectlon Multipath TCP generates the unique key for each option,
which increases the computational overhead.
Increases the packet overhead every time,
[32] 2019 Secure and lightweight connection confirming the new address and does not

establishment scheme

offer security against an eavesdropper in the
initial handshake.
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3. PROPOSED WORK

3.1. Secure Key Exchange Model for MPTCP (SKEXMTCP) Using
Identity-Based Encryption
The current version of MPTCP suffers from security weaknesses such as ADD_ADDR vulnerability,

SYN MP_JOIN vulnerability, eavesdropper in the initial handshake, etc., which lead to dangerous
security attacks, such as man-in-the-middle attacks, DoS attacks, and session hijacking attack, which
threaten the confidentiality, integrity, and availability of data over the connection. To prevent the
ADDR_ADDR attack and eavesdroppers in the initial handshake during the communication over
MPTCP, the SKEXMTCP is proposed which uses the identity-based encryption scheme to exchange
the security parameters of MPTCP during the initial handshake. This will provide security against an
eavesdropper in the initial handshake, which leads to the prevention of an ADD_ADDR attack as well.
IBE uses a Private Key Generator (PKG), a third-party authority, which provides the private keys to the
communicating hosts based on their identity (i.e., email id, IP address, etc.). Here, the IP address and
port of the communicating host will be used as a public parameter to generate the private keys for the
sender and receiver. The proposed solution contains two modules: (i) Private Key Generation
(SKG_SKEXMTCP); (ii) use of key pairs to exchange session keys during the initial handshake
(MPC_SKEXMTCP).

Term Significance/ Meaning Generation

PUaiice ~ Public key of Alice IP address of the Alice will be used as a Public Key.
Shared key used to generate

PR alice_Master the private key of Alice Generated by PKG and shared with Alice.
PRaiice  Private Key of Alice It can be generated by using PRaiice master and PU alice.
PUgop Public key of Bob IP address of the Bob will be used as a Public Key.

PR Shared key used to generate  The key will be generated by PKG and shared with
Bob_master  the private key of Bob Alice.
PRgob Private Key of Bob It can be generated by using PRgob_master and PUgop.
IDalice Llfiiclésed as a Public key of IPalice + Portaiice Combination.
IDBob ID used as a Public key of Bob  IPgo, + Portss, Combination.

3.1.1. Module 1. Key Generation (KG_SKEXMTCP) using ldentity-Based
Encryption (IBE) Scheme:

Step 1. Host Alice Key Generation

(a) Here, public key of Alice PUaiice= IDaiice. It can be used by the sender to encrypt the
messages for Alice.

(b) Host Alice sends request to PKG with IPaice and Portaice as a parameter by
authenticating it-self using a digitally signed IP address and port combination.

(c) PKG calculates the share of Alice PRaiice_master, and it will be sent back to Alice.
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(d) Alice can calculate the private key PRaiice from the PRaiice master. PRalice= Generate
(PRalice_master, 1Daiice). The messages encrypted by PUajice can be decrypted using
PRAIice-

Step 2. Host B Key Generation

(2) Here, public key of Bob PUgw= IDgor. It can be used by sender to encrypt the
messages for Bob.
(b) Host Bob sends request to PKG with IPgo, as a parameter by authenticating itself
using digitally signed IP address and port combination.
(c) PKG calculates the share of Bob PRgoy master, and it will be sent is back to Bob.
(d) Bob can calculate private key PRgo, from the PRgob masterr PReob= Generate
(PRBob_master, 1Dgob). The messages encrypted by PUgq, can be decrypted using PRgob.
3.1.2. Module 2. Initial Handshake using MP_CAPABLE with SKEXMTCP
(MPC_SKEXMTCP)
Step 1. SYN [MP_CAPABLE]

(@) Encryption of Alice’s key Kaiice. Alice encrypts the session key Kaiice With public key
of Bob (PUgob, = IPsqb) Using IBE.

(b) Key Transmission of Alice. Alice sends the encrypted key EKaiice= EN(PUgob, Kaiice)
to Bob with MP_CAPABLE.

Step 2. SYN+ACK [MP_CAPABLE]

(@) Encryption of Bob’s key Kaon. Bob encrypts the session key Kgo, With public key of
Alice PUajice Using IBE.

(b) Key transmission of Bob. Bob sends the encrypted key EKgo» = En (PUalice, Kgob) t0
Alice with MP_CAPABLE.

Step 3. ACK [MP_CAPABLE]

(a) Key Echoing: Alice sends the EKaiice and EKgon again to complete the connection

establishment.

Figure 12 shows the packet sequence and the parameters passed with each packet of the initial three-

way handshake according to the proposed scheme.

23



SYN (MP CAPABLE)
[En(Kalice), flags]

3>
< — -
[En(Ksa), flags]

ACK (MP CAPABLE)

: >
Host Alice [Katce, Kpoo, flags] Host Bob

Figure 12 Three-way handshake with proposed scheme.

The whole scenario of module 1, which is about the key generation using IBE, and module 2, which is

about the three-way handshake process of MPTCP, is represented in Figure 13.
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Figure 13 Secure key exchange during a three-way handshake using IBE.
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4. TESTING AND RESULT ANALYSIS

The proposed work has been evaluated in terms of performance and security. In this section, the

proposed work is compared with existing solutions in terms of performance and security.

4.1. Experimental Evaluation of Proposed Model
The proposed scheme is tested with MPTCP using the Linux kernel implementation of MPTCP. The

Oracle Virtual Boxes are used to set up the scenario of the proposed scheme by creating two virtual
machines (VMs), client and server, as shown in Figure 14. The client VM and server VM are configured
with the Linux kernel implementation of MPTCP. Here, the PKG is configured on the host machine. In

order to connect PKG with any of the hosts with MPTCP, the tap interfaces are used.

100.100.1.2 [\(_\(

iface0 Network

100.101.1.2 pm=
iface0 :$

p 8
Server Virtual

Machine

100.100.2.2
ClientVirtual
Machine

Private Key Generator

Figure 14 Experimental setup for testing the proposed work

The IBE requires PKG for generating system parameters and distributing private keys on the basis of
the ID of the host. The key role of PKG is to configure the system parameters and master share, which
can be used during the encryption and decryption of the keys shared during the initial handshake of the
MPTCP. The proposed scheme uses IBE for encrypting the data without communicating keys with a
communicating host. Here, PKG plays a significant role in authenticating the users and sharing the
master private key to generate the private key using identity. Our proposed model uses ECC for the
generation of session keys, and each communication will take place by digital signature for

authentication.
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4.2. Security Evaluation
The proposed model, SKEXMTCP, uses the IBE technique to encrypt the session keys being exchanged

during the initial handshake. In order to encrypt the session keys using IBE, the client uses the IP address
as a public key, and the server obtains the corresponding private key from the PKG to decrypt the
session keys. Here, the server authenticates itself by using the IP address and port number, which will
be encrypted by the public key of PKG and digitally signed by the server. If an attacker tries to find out
the private key of PKG to decrypt the packet and tries to change the digital signature of the server to
forge the packet, it is required to break the encryption algorithm and hashing algorithm. Thus, the
security complexity of the model relies upon the complexity of IBE and the encryption algorithm used
for encrypting the private key request packet. Table 3 shows the comparison of whether the various

solutions offer security against various attacks or not.

Table 3 Comparative evaluation of existing security solutions against attack vector.

Secureand  Secure

Attack Tvpe  Proposed SCMTCP Lightweight MPTCP  MPTLS (':"ha;iz MPTCP
yp Solution  [33] Subflow (SMPTCP)  [47] [17]
Scheme [46] [20]
[23]
Session Off Path
hijacking Active
using attack/Pa
ADD_ADD rtial Time Y Y Y Y Y N N
R on Path
Vulnerabilit Active
y attack
Eavesdrop
per in the On Path
initial Attack Y Y N Y Y N N
handshake

Keys: Y: Yes- Offers Security, N: No- Doesn’t offer Security.

4.3. Performance Evaluation
In the proposed model of SKEXMTCP, the session keys, which are used for the authentication of

entities during the establishment of new subflows and advertisement of new addresses, are encrypted
by using IBE. In order to retrieve the public parameters of IBE and private key from the PKG, extra
packets are required to be exchanged between communicating nodes and the PKG, but it does not add

any overhead on communication through MPTCP.

The cost of the proposed model in terms of implementation can be calculated by considering: (i) the
cost of key generation, (ii) the cost of communication between hosts and PKG, and (iii) the cost of the

three-way handshake.

e Letus assume that the cost of key generation is n.
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e To obtain the cost of communication between the hosts and PKG, one needs to consider the
cost of a request for a private key from a host to PKG and the cost of a reply from PKG to a
host with a private key.

e Assume that the cost of a request for a private key from a host to PKG is nl and the cost of a
reply from PKG to a host with a private key is n2.

e Thus, the cost of communication between Alice and PKG to deliver a private key to Alice is
n1l+n2, and the cost of communication between Bob and PKG to deliver a private key to Bob
is also n1+n2. Thus, the total cost for communication between PKG and hosts is 2(n1+n2).

o Now, let us calculate the cost of a three-way handshake SYN, SYN+ACK, and ACK is n3, n4,
and n5 respectively.

e Thus, the overall cost is
N1=2 (nl + n2) + n3 + n4+n5
o If we consider that the overall cost of the model is O(N)= O(N1), then
N1 «'N1x N1

Table 4 shows the comparative analysis in terms of the number of bytes required for key exchange and
delay for packet exchanges [32, 28] of various solutions to enhance the security of MPTCP. It also
shows the comparison of various proposed solutions to enhance the security of MPTCP in terms of
bytes required for key exchange and no delays. Here, the delay shows the number of extra packets
required, which is a one-way delay. The graphical representation in Figure 15 shows that the proposed

solution behaves the same in terms of required bytes in the key exchange and delay as MPTCP.

Table 4 Comparative evaluation of existing security solutions.

Proposed Secure and
50|ﬁti0n SCMTCP Lightweight SMPTCP MPTLS Hash MPTCP
53] [31]  Subflow  [34] [35] Chain[23] [16]
Scheme [32]
MP_CAPABLE
Key exchange (bytes) 32 32 32 124 7468 52 32
No of delay 3 3 3 4 7 3 3
ADD_ADDR
Key exchange (bytes) 10 10 30 18 18 18 10
1 1 3 1 1 1 1

No of delay
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Secure and

Proposed SCMTCP Lightweight SMPTCP MPTLS ~ Hash  MPTCP
53] [31]  Subflow  [34] [35] Chain[23] [16]
Scheme [32]

MP_JOIN
Key exchange (bytes) 12 12 12 12 12 24 12
No of delay 40 40 40 40 40 28 40

MP_REMOVE
Key exchange (bytes) 10 10 30 18 18 18 10
No of delay 1 1 3 1 1 1 1

NO OF BYTES FORKEY EXCHANGE IN MPTCP OPTIONS

140
124

we |

KEY EXCHANGE (BYTES)
3 3

'!

s2
L P n
24
1518 1818
III II wwl Lo R I mwl
i AN E NEEE l i

MP CAPABLE ADD ADDR mP Jﬂl\ MP REMOVE

MPTCP OFTION IN VARIOUS SECURITY SOLUTIONS

* Proposed Solution ESCMTCOP (Chatarvedi & Chand,, 2020)
# Secure and lightwoight subfiow scheme(Noh, Park, Rob, & Lee, 2019) ISMPTCF (Baguule, 2014)
* Hash chnln (Diez, Bagnulo, Valera, & Vidal, 2011) SMPTCP (Forid, Raldu, Handley, Bosaventure, & Pansch 2018)

PACKET DELAY WITH MPTCP OPTIONSIN VARIOUS SECURITY SOLUTIONS
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35
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=
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\ll‘ ABLE ADD _ADDR MP-JOI.\ MP _REMOVE
MPICP OPTION IN VARIOUS SECURITY SOLUTIONS
» Proposed Solution BSCMTCT (Clatury odl & Chand, 2020)
“ Secure and Hghtweight subflow scheme (Nob, Park, Rob, & Lee, 2019) SMPTCP (Baguulo, 2014)
SMPTLS (anpsch, 2012) * Hmb chaim (Diez, Baganio, Valern, & Vidal, 2011)

WMPTCOP ((Ford, Ralcin, Hamilley, Bonayoutur e, & Pamch 2015)

Figure 15 Comparative study of bytes required in key exchange with various MPTCP options in security solutions [16, 31,
32, 34, 35, 23].
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5. CONCLUSION AND FUTURE DIRECTION

5.1. Conclusion

The traditional transport layer protocol TCP doesn’t fulfill the requirements of current network scenario
so multipath TCP is the best suitable transport layer protocol which can be deployed easily due to its
backward compatibility but security is one the most crucial requirement for today’s era. In the proposed
research work, the ADD_ADDR option can be used to launch the session hijacking attack has been
demonstrated and it can be analyzed that more than 90% of data can be compromised by changing the
priority of legitimate subflow and redirecting the whole data on compromised path. Moreover, the keys
exchanged during the initial handshake can be recovered by eavesdropper and the same can be used in
future to launch off path active attacks. In order to solve the mentioned issue, we have proposed a secure
key exchange model for MPTCP which uses identity based encryption (IBE) to encrypt the session keys
exchanged during the 3-way handshake. The use of identity based encryption avoids the requirement of
certificate authority & key exchange in prior to the communication which is beneficial for MPTCP in
terms of performance and security as well. The use of public key cryptosystem for key encryption
increases the overhead on the MPTCP. Using IBE, the session keys exchanged during the initial
handshake and used in the future for authentication can be encrypted by using the IP address and port
(used as an ID in IBE) as a public key, and the corresponding private keys will be provided by the PKG.
The security complexity and overhead of the proposed model on MPTCP is analyzed and it shows that
the proposed solution enhancing the security of MPTCP and does not create any overhead on the
existing protocol. The secure key exchange during initial handshake prevents the ADD_ADDR attacks
by using HMAC of the keys to authenticate the packet.

5.2. Road Map for Future Work

The proposed system can be extended by proposing the algorithm to generate the unique identity using
IP address and port pair which can make the proposed system more complex. The light-weight
encryption techniques can be proposed and tested in future with MPTCP for resource constraint
environment. Moreover, the sessions can be secured by setting the priority of each subflow of the

connection, the model can be trained to detect the compromised subflow.
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